Trusted Referee ID.me

Modern government, healthcare, and financial services rely on trusted
identities more than ever.

To ensure that all users can securely access these services, ID.me provides an in-person
identity proofing solution to complement its online identity proofing solution.

«7 Individuals who use an unregistered prepaid phone or do not
have a telephone in their name

WHY IN-PERSON IDENTITY PROOFING?
7  Individuals who do not have a driver’s license or passport
In-person identity proofing closes the

gaps for individuals who are challenged
with online identity proofing due to the
limitations of authoritative data sources or

]

Individuals with a limited credit history with credit bureaus

« Individuals who have frozen credits and do not want to do a

technology requirements, specifically: LU TEL 7S

«/ Individuals who are uncomfortable with technology and
require additional assistance

USER EXPERIENCE WHO CAN ACT AS A TRUSTED REFEREE?
The user can choose to complete the identity proofing process Trusted referees can be anyone who has
online on their own, start online and finish in-person with completed IAL/AAL 2 identity proofing.

the assistance of a trusted referee, or go directly to a trusted Organizations can designate trustworthy
referee to complete the full process. individuals in specific roles or with certain

certifications as trusted referees:
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User goes directly to referee and
completes identity proofing process
from start to finish
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The ID.me Referee App guides the referee

through the identity proofing process
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Referee logs in to their The applicant provides
trusted referee mobile
app and starts the

identity proofing process.

2 primary sources of
US. Driver's License identification, or 1
primary source and 2
secondary sources of
identification. Referee
takes photos of the

documents to attach to
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an extra layer of security to
the user’s account.

I, Randy Horton, hereby attest that to

W will use 858-434-4332
Edit Phene Number

Text message

2-Factor Authentication adds i
)
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the best of my ability, have ensured
the authenticity of the decuments
provided today. | declare that the
documents belong to the applicant in
my presence to the best of my

Please let the applicant know that
they were successfully verified. Thank
them for their time and let them

know they will be receiving an email

Send verification text. The applicant | | shortly.

will receive a six digit code to verify. knowledge.
We are sending an email to
phil.reyes@gmail.com with login
instructions, explanation of benefits,

and other special offers.
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Phone call
Send an email to the user to that can
trigger a phone call at a later time. [

NIST 800-63-3 compliant digital
credential is generated.

Referee attests to the authenticity
of documents and application.

Referee helps applicant set
up two-factor authentication.
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